Abstract While organizations are making a considerable effort to leverage formal and informal control mechanisms (e.g., policies, procedures, organizational culture) to improve security, their impact and effectiveness is under scrutiny as employees seldom comply with information security procedures. The best way to ensure the viability of a security policy is to make sure users understand it and accept necessary precautions. From an organization's perspective, a lack of security knowledge and awareness on the part of employees is a major problem. However, previous studies suggest that effect of security awareness education is inconsistent. Thus, this study is to find the answer why security awareness education is not effective. Conclusions and implications are discussed.
Introduction
Information Security is a serious concern for both businesses and society as a whole [7] . The information security stakeholders are the biggest danger to an organization's IT(information technology) systems [31] .
User noncompliance with information systems (IS) security policies is increasingly cited as a key IS security problem in organizations [24] . Therefore, security compliance is not possible without addressing the human issues of information security with proper awareness and training [31] . Information security awareness refers to the degree or extent to which every member of staff understands the importance of information security, the levels of information security appropriate to the organization, their individual security responsibilities, and acts accordingly [18] . In general, awareness can be enhanced through training.
Therefore, despite an increased perception of the importance of security awareness, there is a lack of adequate security awareness in practice [32] . From a organization's perspective, a lack of security knowledge and awareness on the part of employees is a major problem [4] . Information security threats can originate internally or externally by human or non-human perpetrators [4] . The success of information security depends on the effective behavior of users. Improving basic knowledge and judgment about sharing information can help prevent human errors and careless, but few companies have adequate information security training programs in place to improve security awareness [4] . However, previous studies suggest that effect of security awareness education is inconsistent.
Thus, this study is to find the answer why security awareness education is not effective.
Literature Review
Security awareness education focus on raising employees' awareness of their responsibilities regarding their organizations' information resources and the consequences of abusing them, providing the necessary skills to help fulfill these responsibilities [9] . Thus, the purpose of a security awareness education is to increase awareness and facilitate understanding through training, they explicitly differentiate all terms at the end [31] . The concept of awareness is indicated as a critical factor for improving information security.
Moreover, to successfully accomplish strong information security awareness programs, it is essential to have both a commitment to spend the time and effort into promoting the program. D'Arcy and Hovav (2007) suggest that educating users is an effective way to deter IS security problems. In addition, awareness education alerts users to known vulnerabilities and exploits. Security awareness educations are often implemented using newsletters, posters, trinkets, and web sites [4] .
Research Model and Hypotheses
Based on the above-mentioned literature review and hypotheses, we proposed the research model depicted in Figure 1 . H = hypothesis and the number following each H denotes the corresponding hypothesis number.
Security awareness programs reinforce acceptable usage guidelines and emphasize the potential consequences for misuse [8] . Self-efficacy refers to the belief in one's ability to organize and execute a particular course of action [2] .
According to Bandura (1986) , self-efficacy is thought to regulate behaviors by influencing the expected outcomes from the behavior. Thus, Hypothesis 2. Self efficacy will negatively affect likelihood of information security breach.
Severity or certainty of formal sanction is important factors that determine the effectiveness of a sanction.
Sanctions come from the General Deterrence Theory (GDT). Straub and Welke (1998) suggest that certainty, severity, and celerity of punishment affect people's decision on whether they commit a crime or not, thereby reducing the incidence of such behavior.
According to Siponen et al. (2012) , sanctions are explicit penalties imposed for certain forms of misconduct. They also suggest that the more forceful or effective the sanction, the greater the deterrence of undesirable behavior. Sanctions are effective if people feel that they will definitely be punished for their crime or anti-social acts and the punishment will be harsh The resulting research model used in this paper is depicted in Figure 1 . In this model, likelihood of information security breach is determined by three factors: security awareness education, self-efficacy, and perceived severity.
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Analysis
To test the research model proposed in this paper, this study uses a survey instrument for data collection.
Self administered surveys that provide anonymity are a well suited method of inquiry since they can offer privacy to the respondent and are recommended where possibly sensitive answers are sought. In this research, we draw upon the well accepted methods and instruments used in recent security literature. To reduce problems with the reliability and validity of questionnaire, whenever possible it is advisable to adopt survey instruments from earlier validated studies.
Data Collection
200 questionnaires were distributed across five organizations in Korea. These organizations were selected largely due to their willingness to cooperate with this research due to the contacts of author. Since the survey was anonymous it was not possible to identify non-responders and encourage them to complete the questionnaires. In the end, 174 (87%) surveys were returned, and 169 (84.5%) were deemed as complete and usable.
To establish factorial validity and reliability for our model, we followed validation procedures.
Factor Analysis
To examine the suitability of the data for factor analysis, Kaiser-Meyer-Oklin's (KMO) sampling adequacy test and Bartlett's sphericity test were performed. The results of this analysis appear in Table   2 . The Bartlett's test of sphericity is significant with chi square=2877.879 (p<0.001), evaluation of the correlation matrix through the KMO was 0.839, which is above the recommended value of 0.6 [12] . Thus, factor analysis was appropriate for the data.
We conducted an exploratory factor analysis to examine the structure of the instrument using an Oblimin with Kaiser normalization to aid interpretation of the results. Results showed that all 17 items had the recommended .50 communalities and factor loading ranging from -0.574 to .972 without any cross loading onto other factors [12] . Variables that cross-load (load highly on two or more factors) are usually deleted [12] .
Hence, there was no need to remove any item from the scale. The final scale has 4 factors, accounting for 82.840% of the variance. All factors had Eigenvalues greater than 1 showed an appropriate factor structure. 
Common Method Bias Test
Because we relied on self-report questionnaire data, In addition, we are examined the construct correlation matrix (reported in Table 4 ) to determine whether any constructs correlate extremely highly (more than .90) [22] . In this research, none of the constructs were so highly correlated. This finding also indicates that the level of CMB is minimal.
Reliability and Validity of Measurement Model
Measurement model assessment involves examining individual indicator reliability, internal consistency reliability, convergent validity, and discriminant validity [13].
In PLS, individual indicator reliability is assessed by examining the loadings of the measures with their respective construct [16] . In practice, a rule of thumb is to accept items with loadings of 0.7 or more, which implies that there is more shared variance between the construct and its measure than error variance [16] . In addition, items with loadings of less than 0.5 should be dropped [16] . The evidence of high individual item reliability is shown in Table 3 . Item loadings ranged from 0.830 to 0.982.
The most common measure of internal consistency reliability is Cronbach's alpha, which provides an estimate for the reliability based on the indicator intercorrelations [15] . Evidence for a high degree of internal consistency was good with Cronbach's alpha statistic exceeding 0.70 for internal consistency [21] .
Cronbach's alpha values ranged from 0.860 to 0.959 (see Table 4 ). Although Cronbach's alpha is the most widely applied index of internal consistency reliability, there are misconceptions. Cronbach's alpha is limited by the assumption that all indicators are equally reliable (tau-equivalence) [15] , and efforts to maximize it can seriously compromise reliability [13] . Thus, it is more appropriate to apply a different measure to assess internal consistency reliability. The composite reliability (CR) takes into account that indicators have different loadings, and can be interpreted in the same way as Cronbach's alpha [15] . CR does not assume tau-equivalence, which prioritizes indicators according to their individual reliability [13] . CR is also superior to Cronbach's alpha since it uses the item loadings obtained within the nomological network [10] . An internal consistency reliability value above 0.7 in early stages of research and values above 0.8 or 0.9 in more advanced stages of research are regarded as satisfactory [21] . In our study, composite reliabilities of constructs ranged between 0.909 and 0.980, which is greater than the recommended threshold of 0.70. AVE can be used to evaluate discriminant validity [10] . Discriminant validity is the degree to which measures of different concepts are distinct [1] . The square root of a given construct's AVE should be larger than any correlation of the given construct with any other construct in the model [5] . Correlations among constructs are reported on the off-diagonals and AVE squared roots are reported on the diagonal (see Table 4 ). Our results, depicted in Table 4 Construct validity is defined as the extent to which an operationalization measures the concept it is supposed to measure [1] . Without assessing construct validity, the results of theory testing may be ambiguous [1] . Convergent and discriminant validity are two aspects of construct validity [1] . Thus, we can conclude that the construct validity is obtained.
Assessment of Structural Model
Partial Least Squares (PLS), a component-based
Structural Equation Modeling (SEM) technique, was
used to examine the hypothesized paths in the model using the SmartPLS v2.0 M2 [25] . SmartPLS is a software application for the design of structural equation models (SEM) on a graphical user interface (GUI). These models can be measured with the method of PLS-analysis [14] .
There are two reasons for choosing to use PLS in this study. First, PLS can be a powerful estimation method of analysis in case of small sample size, strong correlation among the items, missing data and no residual distribution assumption. Especially, sample size can be smaller, with a popular rule of thumb for robust PLS-SEM estimations suggesting that it be equal to the minimum sample size of ten times the maximum number of paths aiming at any construct in the outer model and inner model [3] . Although this rule of thumb does not take into account effect size, reliability, the number of indicators, and other factors known to affect power and can thus be misleading, it nevertheless provides a rough estimate of minimum sample size requirements [13] . Second, PLS path modeling focuses on the prediction of the dependent variables and thus PLS tries to maximize the explained variance (R2) of the dependent variables. Accordingly, PLS is more suited for predictive research models and theory building where prior theoretical knowledge is scare and the emphasis may be more on theory development.
The primary criterion for assessment of structural model is the coefficient of determination (R²), which represents the amount of explained variance of each endogenous latent variable [13] . Adequate PLS models contain dependent variables with at least 10% of their variance explained [28] . In this research, R2 values ranged from 0.067 to 0.109 of the variance explained, thus demonstrating moderate predictive validity.
Next, we assessed the model's predictive validity by means of the cross-validated redundancy measure Q2 [13] . This technique is importance for structural model evaluation [5] . Q² can assess an individual construct's predictive relevance for the model by omitting selected inner model relationships [13] . We used the blindfolding to obtain cross-validated redundancy measures for each construct. In evaluating Q², a value greater than zero indicates the model has good predictive validity [26] . In this study, Q² was 0.0677. Standardized path coefficients provide evidence of the structural model's quality, and their significance should be assessed using Bootstrapping technique with 500 resamples [13] .
Since each hypothesis corresponded to one such path, support for each hypothesis could be determined based on the sign (positive or negative) and statistical significance for its corresponding path (see Table 5 ) [17] . Security awareness education was not related to 
Conclusions and Implications
The purpose of this study is to investigate the effect of the security awareness program on likelihood of information security breach. We found that security However, survey research based on same-source data can be problematic since same-respondent studies can face concerns about common method variance (CMV)-spurious correlation that arises from using the same method to measure the independent and dependent variables within a relationship [6] [27] . This means that individual's reports of their internal states are collected at the same time as their reports of their past behavior related to those internal states [19] . In this case, CMV may lead to wrong conclusions, the merits of research designs that do not address CMV have been questioned [6] . In this study, in an attempt to avoid common method and respondent bias, we conducted the Harman's one-factor test to statistically detect or eliminate the presence CMV after the data have been collected. However, this statistical remedy has two problems. First, Harman's single-factor test is a post hoc statistical remedy [6] . Second, Harman's methods factor is the minimum standard or a final resource for addressing CMV because of its inability to detect moderate to small levels of CMV [6] . Consequently, it is difficult to assert that we are free from concern of CMV.
